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Security

Intruder Alarms

Physical protections form the vital basis of premises
security. However, given sufficient time determined
criminals can overcome most physical defences; an
intruder alarm is designed to support robust physical
security by quickly detecting intruders on the premises,
and then by alerting an approved alarm receiving centre
(ARC) to enable them to make an appropriate response.

Protective switches are usually fitted to external doors
around the perimeter of the building to detect entry by
intruders, supplemented by internal trap protection using
movement detectors; these devices operate by detecting
infra-red energy, and therefore it is important that they
are not obscured. There is a wide range of detection
devices available to protect specific or high security
environments, such as vibration detectors, break-glass
detectors and hold-up alarms.

It is essential that the intruder alarm system is reliable,
and resilient against attack or interference; the correct
design, installation, maintenance and operation of the
system are therefore vital. The intruder alarm should be
set whenever the premises are unoccupied.

Managing the Risk

Design and Installation: should be carried out by alarm
companies which are Gold accredited by the National
Security Inspectorate (NSI). Such companies must
submit themselves for audit against the above standards
for design, installation, maintenance and monitoring,
together with financial stability an administration, staff
vetting and training.

Police Security System Policy (SSP): due to the
continuing high levels of false alarm calls received by
the police, strict rules have been set out by the National
Police Chief Council (NPCC) and applied by all police
forces. Broadly, 3 false calls (2 false calls in respect of
personal attack signals) within a 12 month period will
result in withdrawal of police response until such time as
the system is upgraded and proves itself to be free of
false alarm problems. Insurers must be notified if police
response is downgraded or withdrawn,
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and this can have serious implications on premium
levels and/or the level of insurance cover provided.

Confirmation Alarm Systems: in order to obtain a police
response, new alarm systems must be able to provide
confirmed alarm activations; this means that a second
alarm signal must be received by the ARC within a
specified time period in order for them to summon the
police. Compliance with the above standards will satisfy
this requirement.

System Notification: upon activation, the system will
signal to an approved alarm receiving centre (ARC) via
monitored telephone line and radio communication
equipment. The ARC will, subject to the Police SSP as
above, alert the police to attend the premises, and
advise the keyholder. In the event of an unconfirmed
activation, the ARC will only advise the keyholder. It is
desirable to appoint a ‘first response’ company to attend
— the company should be Gold accredited by the
National Security Inspectorate (NSI) and their staff
should hold individual Security Industry Authority (SIA)
licences.

Maintenance: to ensure that the system is maintained in
good working order, and to reduce the possibilities of
false alarms, the system should be checked at least
twice per year by a National Security Inspectorate (NSI)
Gold approved installer as apart of a maintenance
contract.

Staff Training: employees who are required to set/unset
the alarm system should be thoroughly trained in the use
of the system — this will assist in reducing the
possibilities of false alarms, and will ensure that the
alarm protection is maximised.

Specification Approval: the minimum standard required
by American International Group UK Limited is Grade 3
equipment and Grade 4 notification, having a dual path
monitored scheme such as BT RedCare and GSM, to an
approved alarm receiving centre (ARC). The system
should be installed and maintained by a National
Security Inspectorate (NSI) Gold category approved
company. The design specification for the system,
provided by the installing engineers, should be
forwarded to American International Group UK Limited
for approval, prior to a contract being signed.
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Standards: The references are the latest enforceable
edition of:

PD6662 — Scheme of Implementation of European
Standards.

European Standard EN 50131 — General
Requirements.

European Standard EN 50136 — Signalling Systems.
DD243 — Code of Practice for Confirmation Alarms.
BS5979 — Code of Practice for Remote Receiving
Centres for Alarm & CCTV.

BS7984 — Code of Practice for Keyholding and
Response Services.

Accreditation by the National Security Inspectorate
(NSI) for intruder alarm operations indicates
compliance with the above standards.
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Solution Supplier

National Security Inspectorate (NSl) is an independent
approvals and inspection body for intruder alarms.

www.nsi.org.uk

For further information please contact your

local AlG risk engineer.

BELFAST CROYDON

Forsyth House
Cromac Square
Belfast BT2 8LA
Tel: 02890 726002

2-8 Altyre Road

Croydon, Surrey CR9 2LG
Tel: 020 8681 2556

Fax: 020 8680 7158

Fax: 02890 726085

BIRMINGHAM
Embassy House
60 Church Street

GLASGOW
Centenary House
69 Wellington Street

Birmingham B3 2DJ
Tel: 0121 236 9471
Fax: 0121 233 3597

Glasgow G2 6HJ
Tel: 0141 303 4400
Fax: 0141 303 4440

LEEDS

5th Floor Gallery House
123-131 The Headrow
Leeds LS1 5RD

Tel: 0113 242 1177
Fax: 0113 242 1746

LONDON

58 Fenchurch Street
London EC3M 4AB

Tel: 020 7954 7000

Fax: 020 7954 7001

MANCHESTER

4th Floor, 201 Deansgate
Manchester M3 3NW
Tel: 0161 832 8521

Fax: 0161 832 0149
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American International Group, Inc. (AIG) is a leading global insurance organisation.

Founded in 1919, today AIG member companies provide a wide range of property casualty
insurance, life insurance, retirement products, and other financial services to customers in more
than 80 countries and jurisdictions. These diverse offerings include products and services that
help businesses and individuals protect their assets, manage risks and provide for retirement
security. AIG common stock is listed on the New York Stock Exchange and the Tokyo

Stock Exchange.

Additional information about AIG can be found at www.aig.com and
www.aig.com/strategyupdate | YouTube: www.youtube.com/aig | Twitter: @AIGinsurance |
LinkedIn: http://www.linkedin.com/company/aig.

AIG is the marketing name for the worldwide property-casualty, life and retirement, and general
insurance operations of American International Group, Inc. For additional information, please
visit our website at www.aig.com. All products and services are written or provided by
subsidiaries or affiliates of American International Group, Inc. Products or services may not be
available in all countries, and coverage is subject to actual policy language. Non-insurance
products and services may be provided by independent third parties.

American International Group UK Limited is registered in England: company number 10737370.
Registered address: The AIG Building, 58 Fenchurch Street, London EC3M 4AB. American
International Group UK Limited is authorised by the Prudential Regulation Authority and
regulated by the Financial Conduct Authority and Prudential Regulation Authority (FRN number
781109). This information can be checked by visiting the FS Register (www.fca.org.uk/register).
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