
 

 
1 of 2 

RiskFix 
 

AIG RiskFix | GBL151316 Security Closed Circuit Television (CCTV) Systems 

 

Balanced Risk Engineering Solutions  

Security 
Closed Circuit Television (CCTV) Systems 
 
 

CCTV is an effective and flexible part of an integrated 
security system, providing support to physical 
protections and intruder alarm systems. 

In its basic form, a CCTV system comprises cameras, 
television monitors, and a means of recording 
photographic images. It can also be enhanced by alarm 
detection and live transmission equipment to either an 
on-site security control or a remote centre to be a pro-
active and responsive element of the integrated security 
package. 

CCTV can therefore deter and detect criminals, give a 
response, and provide evidence. 

Managing the Risk 
Design and installation: should be carried out by 
companies which are Gold accredited by the National 
Security Inspectorate (NSI). Such companies must 
submit themselves for audit against the above standards 
for design, installation, maintenance and monitoring, 
together with financial stability and administration, staff 
vetting and training. 

System design: needs to be tailored to the specific 
requirements of the site to be protected, and a full risk 
assessment should be carried out to establish needs – 
for example, to control theft, arson and vandalism, 
and/or to provide access control. There should be 
comprehensive coverage of all site and building 
elevations, and adequate external security lighting 
should be provided to enable good quality images to be 
obtained 24-hours per day. In order to be fully effective, 
CCTV cameras require a clear field of vision, and 
therefore site vegetation should be kept low; an open 
aspect also helps to make potential criminals feel 
exposed. Digital recording devices should be used to 
provide a higher definition image, and increased image 
storage and retrieval capacities. 

System monitoring and response: arrangements and 
procedures should be carefully considered and applied: 

• On-site monitored systems: employees who are 
required to monitor the system should be thoroughly 
trained in the use of the system. In addition, clear 
written employee response procedures should be in 
place and understood.  

• Remotely monitored systems: images can be 
transmitted to an approved Remote Video Response 
Centre (RVRC), where Alarm Receiving Centre (ARC) 
staff will view images and instigate an appropriate 
response. This response can include ‘voice back’ 
facilities to the site to audibly challenge intruders. 

 

 

• Detector-activated systems, if compliant with BS 
8418 Installation and Remote Monitoring of Detector 
Activated CCTV, form an integral part of the 
premises intruder alarm system, and are subject to 
the same notification and police response 
arrangements as the premises intruder alarm 
system. 

Maintenance: to ensure that the system is maintained in 
good working order, the system should be checked twice 
per year by a National Security Inspectorate (NSI) 
approved installer as apart of a maintenance contract. 

General Data Protection Regulation (GDPR): From 25th 
May 2018 the EU General Data Protection Regulation 
(GDPR) supersedes the Data Protection Act 1998. It 
expands the rights of individuals to control how their 
personal information is collected and processed, and 
places a range of new obligations on organisations to be 
more accountable for data protection. Places using 
CCTV will have to complete data protection impact 
assessments (also known as privacy impact 
assessments or DPIAs) to identify the most effective 
way to comply with their data protection obligations and 
meet individuals’ expectations of privacy. Organisations 
will have to justify the surveillance; CCTV recording will 
have to be securely stored and encrypted. More 
information is available on the UK government website 
(https://www.gov.uk/government/news/government-to-
strengthen-uk-data-protection-law) and the data 
protection regulator, the Information Commissioner’s 
Office (ICO) website 
(https://www.itgovernance.co.uk/data-protection-dpa-
and-eu-data-protection-regulation). 

Specification approval: The standard required by 
American International Group UK Limited is NACP 20 – 
CCTV Code of Practice; issued by the National Security 
Inspectorate (NSI). 

The design specification for the system, provided by the 
installing engineers, should be forwarded to American 
International Group UK Limited for approval, prior to a 
contract being signed. 

It is essential that the CCTV system is reliable, and 
resilient against attack or interference; the correct 
design, installation, maintenance and operation of the 
system are therefore vital. 

Standards: The references are the latest enforceable 
version of: 

• BS EN 50132 Video surveillance systems for use in 
security applications. Application guidelines 
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• NACP 20 – CCTV Code of Practice; issued by the 
National Security Inspectorate (NSI). 

 

 
• BS 8418 – Installation and Remote Monitoring of 

Detector Activated CCTV. 
• BS50518 - Monitoring and Alarm Receiving Centre. 
• BS8591 - Remote Centre Receiving Signals from 

Alarm Systems 
• Accreditation by the National Security Inspectorate 

(NSI) for CCTV operations indicates compliance with 
the above standards. 

 
Solution Supplier 
National Security Inspectorate (NSI) is an independent 
approvals and inspection body for CCTV Systems. 
www.nsi.org.uk 

 

For further information please contact your 
local AIG risk engineer. 
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Glasgow G2 6HJ 
Tel: 0141 303 4400  
Fax: 0141 303 4440 
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Fax: 0113 242 1746 
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58 Fenchurch Street 
London EC3M 4AB 
Tel: 020 7954 7000 
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American International Group, Inc. (AIG) is a leading global insurance organisation. Founded in 
1919, today AIG member companies provide a wide range of property casualty insurance, life 
insurance, retirement products, and other financial services to customers in more than 80 
countries and jurisdictions. These diverse offerings include products and services that help 
businesses and individuals protect their assets, manage risks and provide for retirement 
security. AIG common stock is listed on the New York Stock Exchange and the Tokyo Stock 
Exchange. 

Additional information about AIG can be found at www.aig.com and 
www.aig.com/strategyupdate | YouTube: www.youtube.com/aig | Twitter: @AIGinsurance | 
LinkedIn: http://www.linkedin.com/company/aig.  
AIG is the marketing name for the worldwide property-casualty, life and retirement, and general 
insurance operations of American International Group, Inc. For additional information, please 
visit our website at www.aig.com. All products and services are written or provided by 
subsidiaries or affiliates of American International Group, Inc. Products or services may not be 
available in all countries, and coverage is subject to actual policy language. Non-insurance 
products and services may be provided by independent third parties.  

American International Group UK Limited is registered in England: company number 10737370. 
Registered address: The AIG Building, 58 Fenchurch Street, London EC3M 4AB. American 
International Group UK Limited is authorised by the Prudential Regulation Authority and 
regulated by the Financial Conduct Authority and Prudential Regulation Authority (FRN number 
781109). This information can be checked by visiting the FS Register (www.fca.org.uk/register). 
 

 

 

 


